541557 W moE R Vol.41 No.7
2020 %7 H Journal on Communications July 2020

R 530 52 #% Bk B oAU Y B =5 480 RE (S2 4 B BIGLE

Missk L as i’ mmal, weel, k', XE4E!
1. BUH P RH KSR SR A8 ) 22402 e, WRT BN 3100185 2. BUM AL FARHEG ST SENL B, AT Bt/ 310018)

O BT S B AT AT N 2R 1) LS RN S A A e R B O X S A ), R T A T A AT
PGS IR AR Hde, WETHTAREREA (SRM) M=4EER (C3D) PNE M4 [FRFIESEELAS |
TS5 8 FIAE T X IR UM 4% (RPND JEAR 2SI A7 88 s LUk, K RRAE BRI 3 200 -5 T 548 S0 48 R 2 38 o7 2 A
S5fr, PEEEH 2 DMPIEGE; da, FIFSESRALBEE BRI SR 2 PR BE 2 IR, 43 5 TR AR R X 3
BRI 45l 1) 2 A WA 5 SRR Y, A 7 PRI A SR 38 1 21 98.5%, P dal s A7 5 B et X b v TP 3438 LIk 49%,
AT DA 500 1228 8 RO A A T A58 e DR 3 2 3 S AV

KRR AN BB IR IR A AREBIEGIE; = 4E R H Rl

PESZES: TP309

SCHERFRIRAD: A

doi: 10.11959/j.issn.1000-436x.2020151

Passive forensic based on spatio-temporal localization of
video object removal tampering

CHEN Lingiang', YANG Quanxin®, YUAN Lifeng', YAO Ye', ZHANG Zhen', WU Guohua'

1. School of Cyberspace Security, Hangzhou Dianzi University, Hangzhou 310018, China
2. School of Computer, Hangzhou Dianzi University, Hangzhou 310018, China

Abstract: To address the problem of identification of authenticity and integrity of video content and the location of video
tampering area, a deep learning detection algorithm based on video noise flow was proposed. Firstly, based on SRM (spa-
tial rich model) and C3D (3D convolution) neural network, a feature extractor, a frame discriminator and a RPN (region
proposal network) based spatial locator were constructed. Secondly, the feature extractor was combined with the frame
discriminator and the spatial locator respectively, and then two neural networks were built. Finally, two kinds of deep
learning models were trained by the enhanced data, which were used to locate the tampered area in temporal domain and
spatial domain respectively. The test results show that the accuracy of temporal-domain location is increased to 98.5%,
and the average intersection over union of spatial localization and tamper area labeling is 49%, which can effectively lo-
cate the tamper area in temporal domain and spatial domain.
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